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Abstract
In this paper we discuss issues related to data mining from
a noisy database such as what might be generated by a
machine learning system. We describe an approach for estimating joint probability distributions of the noise-free case
in terms of noisy observables and conditional probabilities
which can be estimated using statistical sampling and error
analysis. Several experiments are presented to test this
approach.
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1 Introduction.
Traditional data mining includes a wide variety of tools
and techniques used to analyze large databases to discover interesting and previously unknown knowledge
embedded in the data[3]. Most approaches to data mining assume that a database exists with the appropriate
data dimensions and relatively noise-free contents. Data
cleaning is sometimes used to eliminate or correct a relatively small fraction of the data elements with missing values or those with easily detected inconsistensies.
However, in some cases the database may contain data
that is inherently noisy and not easily cleaned. A good
example is a database containing concepts that have
been generated from one or more machine learning algorithms. Since almost all approaches to machine learning imply some intrinsic error rate[11], such a database
would contain a fair amount of noisy data. Therefore it
is important to understand how data mining is affected
by the presence of noise.
Many of the approaches to data mining can be cast
in terms of applying techniques of unsupervised learning
to large databases to discover knowledge, patterns, and
rules of thumb. The general problem of unsupervised
learning can be characterized in terms of infering properties of joint probability distributions[5]. Consider the
case of a random variable X and a sample of N observations (x1 , x2 , ..., xN ). The goal of unsupervised learning
is to determine interesting properties of the underlying
joint density P (X). For example, cluster analysis attempts to discover if P (X) can be cast in terms of a
mixture of simpler underlying probability densities that

represent distinct classes among the observations. Association rules attempt to describe regions of high probability density corresponding to simple conjunctive rules.
In this paper we study the relationship between the
joint probability distributions that are observed from
the output of a noisy process versus the true underlying
distribution in the noise-free environment. From this we
hope to understand some general issues and limitations
when mining knowledge from noisy data. We emphasize
the case where the database has been created from
a machine learning system. In section 2 we describe
a general approach based on elementary probability
and statistics in which we can estimate the true joint
probability distribution based on observed quantities.
We test this approach on some simulated and real world
data in section 3. In section 4 we discuss related work,
and we state our conclusions in section 5.
2 Models and Approach.
In this section we attempt to understand the relationship between probability distributions of database variables obtained from a noisy machine learning algorithm
versus their underlying “true” values.
In our framework we assume the underlying data
set is described by a random vector X drawn from a
probability distribution D. We also assume there is a
set of functions fi (X) that map values of X to a set of
higher level concepts Ci = fi (X), where each concept
can take on values from a discrete set Ci ∈ Si . This
defines the hypothetical noise-free case.
Let there be a another set of functions and concepts
C̃i = Li (X) where C̃i ∈ Si . The extent to which Li (X)
and fi (X) differ characterizes the amount of noise in
the system. The function Li (X) can be considered
as describing a learned approximation to the target
function fi (X) or a process that adds a certain amount
of noise to the system (i.e. Li (fi (X))).
2.1 General Case. In the general case consider a
conjunction of N discrete valued random concept variables C ≡ (C1 ∧. . .∧CN ). Let the observables C̃i take on
values from a set c̃i ∈ Si . Let P be the set of permutations of all possible values of C̃i = c̃i and let p be a single
permutation, then we write C̃(p) ≡ (C̃1 (p)∧. . .∧C̃N (p)).

By straightforward application of the theorem of total
probablity we have

kept only leading terms under the standard assumption
that cross terms will tend to cancel out[2].
The above analysis only has practical value to
(2.1)
the extent that the conditional probablities can be
X
estimated accurately. Because these estimates require
P (C) =
P (C|C̃(p))P (C̃(p))
a good sample of observations that include both the
p∈P
noisy values C̃i as well as the noise-free values Ci , this
P
P
where p∈P P (C̃(p)) = p∈P P (C̃1 (p)∧. . .∧ C̃N (p)) = can be a problem. In the rest of the paper we present
1 since each permutation is a mutually exclusive out- evidence that for small values of N , these quantities can
indeed be estimated at an acceptable level of accuracy
come.
Our general approach is to estimate the condi- by sampling a small subset of the total database.
Using computational learning theory we can comtional probabilities based on a representative sample of
pute
an upper bound on the number of examples needed
the database using a suitable statistical method (i.e.
to
achieve
a given level of accuracy in our estimates
cross-validation, bootstrap, etc.). For example, if the
of
the
conditional
probabilities. Assuming that each
database is derived from a machine learning algorithm
training
example
can
be considered as an independent
these quantities can be estimated using cross-validation
Bernoulli
trial,
we
can
write down the Chernoff bound
on the training data. By definition, the training data
for
the
probability
that
an estimate µ(C, C̃(p)) differs
contains a sample of the “true” values of C across a
from
the
true
conditional
probability P (C|C̃(p)) by a
number of examples. By comparing the output of the
fixed
amount
²,
learning algorithm on the training data we can create a
contingency table to observe the relative frequencies of
C and C̃(p) for each permutation p. By averaging the (2.6)
2
results obtained from the contingency table created for
P r[|µ(C, C̃(p)) − P (C|C̃(p))| ≥ ²] ≤ 2e−2m²
each training-test sample we can derive estimates of the
conditional probabilities which we write as
where m is the number of examples that are used
to estimate µ(C, p). Because the total number of
QN
(2.2)
P (C|C̃(p)) ' µ(C, C̃(p)).
permutations is given by |P| = i=1 |Si | the probability
that any of the estimates differs from its true value by
The joint probabilities of the observable variables
more than ² is
are then determined from the output of the learning
algorithm applied to the rest of the database. We write
(2.7)
these estimates as
δ ≡ P r[(∃p ∈ P)(|µ(C, p) − P (C|C̃(p))| ≥ ²)]
N
(2.3)
P (C̃(p)) ' µ(C̃(p)).
Y
2
≤ 2( |Si |)e−2m² .
Therefore we can derive an estimate for P (C) ' Pest (C)
i=1
in terms of sampled quantitites,
Then the number of examples we need to hold δ some
X
fixed value is bounded by
(2.4)
Pest (C) =
µ(C, C̃(p))µ(C̃(p))
p∈P

(2.8)
N
Because these estimates are determined from a fiX
1
1
nite sample of the database it is appropriate to consider
m ≥
[ln
+
ln2
+
ln |Si |].
2²2
δ
i=1
the variance of the estimates. Using standard formulas for propagation of errors we can write the variance
σ 2 (C) in our calculated value of Pest (C) in terms of In the case of binary valued variables |S| = 2, so we
have,
observed sample variances,
1
1
(2.5)
(2.9)
[ln + (N + 1)ln2].
m ≥
2
X
2²
δ
σ 2 (C) =
(σ 2 (C, p)µ2 (C̃(p)) + σ 2 (C̃(p))µ2 (C, C̃(p))),
Therefore the number of training examples grows linp∈P
early with the number of variables in our conjunctive
where σ 2 (C, C̃(p)), σ 2 (C̃(p)) are observed sample vari- rules. For example, if we desire a 95% probability that
ances in µ(C, C̃(p)), µ(C̃(p)) respectively. Here we have every estimated conditional is accurate to within 0.1 we

have
m

1
1
[ln
+ (N + 1) ln 2]
2
2(0.1)
0.05
≈ 50[3.7 + 0.7N ]

≥

and therefore, for small N , we need at least a couple
hundred training examples.
2.2 Example 1. As a simple example, we study the
case of a single binary random variable C ∈ {0, 1} which
is transformed into another variable C̃ by a noisy learner
C̃ = L(X). Let there be a large number of examples
X ∈ D in our database sample D drawn from D. Let
us partition D into two disjoint sets D = T ∪ U where
T ∩U = ∅. The set T serves as our training/test set and
must be labeled with the correct values of C = f (X)
using some reliable (though not necessarily efficient)
process. The set U comprises the remaining database of
unlabeled examples.
In this case (2.1) becomes
(2.10) P (C) = P (C|C̃)P (C̃) + P (C|¬C̃)P (¬C̃).

examples and observing the frequencies of occurance for
the values of C̃ = L(∀X : X ∈ U ).
In practice it should hopefully be the case that
there are many fewer training examples than unlabeled
examples, so |U| À |T |. Then we can assume that the
statistical errors in our estimates for the conditional
probabilities will dominate. Using (2.5) we can then
approximate the total variance in our estimate for
Pest (C) as
(2.12)
σ 2 (C) ' σ 2 (C, C̃)µ2 (C̃) + σ 2 (C, ¬C̃)µ2 (¬C̃).
2.3 Example 2. Now let us consider the case of two
binary random variables A, B and their noisy counterparts Ã, B̃. We can write the “true” joint probability
distribution in terms of observable quantities,
(2.13)
P (A ∧ B) =

P (A ∧ B|Ã ∧ B̃)P (Ã ∧ B̃)
+P (A ∧ B|Ã ∧ ¬B̃)P (Ã ∧ ¬B̃)
+P (A ∧ B|¬Ã ∧ B̃)P (¬Ã ∧ B̃)
+P (A ∧ B|¬Ã ∧ ¬B̃)P (¬Ã ∧ ¬B̃)

The conditional probabilities are estimated during the
training phase by evaluating the performance of the
learner on the test set by comparing the agreement
The formalism proceeds very much the same as in
between f (∀X : X ∈ T ) and L(∀X : X ∈ T ). The Section 2.2. We estimate the conditional probabilities
frequency of each possible outcome can be represented by evaluating the performance of the learner on the
in a contingency table as shown in Table 1.
test examples and using a larger more complicated
contingency table. The estimates for P (Ã ∧ B̃), etc. are
obtained by applying the learner to the full database
Table 1: Contingency Table
of unlabeled examples. The value of Pest (A ∧ B) is
determined from (2.4). Error estimates are obtained
C=1 C=0
by application of (2.5).
C̃ = 1
a
b
Applying this method to cases with more random
C̃ = 0
c
d
variables and with greater numbers of allowed discrete
values is straightforward; however the computational
Then we can compute the estimated conditional complexity increases significantly with the total number
of allowed permutations.
probabilities based on observed frequencies,
3 Experiments.
In this section we describe and present results for several experiments that we performed in order to test the
feasibility and performance of our general approach. We
performed two experiments with simulated data involvBy utilizing a cross-validation procedure we can esti- ing one and two random variables respectively. This
mate the sample means and standard deviations for the allowed us to study in detail the relationship between
sources of error and the resulting joint probability disabove quantities.1
The probabilities P (C̃) + P (¬C̃) = 1 are estimated tributions. In the final experiment we applied a wellby applying the learner to a large number of unlabeled known machine learning algorithm to real-world data
and compared results among the estimated, observed,
and true joint probability distributions.
1 Note that P (C|C̃) is sometimes known as the Precision of the
(2.11)

a
P (C|C̃) ' µ(C, C̃) =
a+b
c
.
P (C|¬C̃) ' µ(C, ¬C̃) =
c+d

learner[8].

3.1 One Variable. In the first experiment we studied the effect of noise on the probability distribution of
a single binary random variable. To generate the simulated data we applied Monte Carlo techniques to the
following probability model. First we consider each example of a random variable C to be generated according
to a Bernoulli model,
P (C = 1)

=

P (C = 0)

= 1 − p.

P (A = 0)

= 1−p

and B generated using
P (B
P (B
P (B
P (B

p

= 0|A = 0) = 1 − q + αq
= 1|A = 0) = q − αq
= 0|A = 1) = 1 − q − α(1 − q)
= 1|A = 1) = q + α(1 − q)

where α parametrizes the degree of correlation. If α = 0
Then we apply noise by randomly flipping the value then B is independently distributed with P (B = 1) = q.
of C in each example according to the conditional If α = 1 then B is completely dependent on A. As
0 ≤ α ≤ 1 increases then B becomes more correlated
probabilities
with A, and the true joint probability is given by
P (C̃ = 1|C = 1) = 1 − ²
P (A ∧ B) = P (B|A)P (A) = (q + α(1 − q))p.
P (C̃ = 0|C = 1) = ²
P (C̃ = 0|C = 0)
P (C̃ = 1|C = 0)

=
=

1−η
η

where ² is the probability that a positive example gets
flipped to negative and η is the probability that a
negative example gets flipped to positive.
During the training phase we generated examples
and compared the values of C versus C̃ in order to build
the contingency table described in Section 2.2. Several
trial runs were performed to simulate a cross-validation
process. Estimates for the conditional probabilities were
obtained using (2.11).
During the evaluation phase, the above model was
used to generate examples. From this data we observed
the frequencies of C̃ to determine estimates of P (C̃)
and P (¬C̃). The final estimates for Pest (C) and error
estimates we computed using Equations (2.10) and
(2.12). We varied the values for p, ², and η and
compared the discrepencies between the true probability
P (C), the observed probablity P (C̃), and the estimated
probability Pest (C).
A typical result is shown in Figure 1. In this case
p = 0.2 and ² = η. Fifty training examples were
generated during a total of five independent trials. For
the evaluation phase we generated 5000 examples. As
can be seen from the figure, the model given in (2.10)
was able to provide a more accurate estimate of the
true probability (to within a standard deviation) across
a wide range of error rates.
3.2 Two Variables. In the second experiment we
studied the effect of noise on the joint probability
distribution for two correlated binary random variables
A and B. Again we used Monte Carlo techniques
with a simple probability model where A was generated
according to
P (A = 1) =

p

Error is introduced to the system according to the
conditional probabilities
P (Ã = 1|A = 1)
P (Ã = 0|A = 1)
P (Ã = 0|A = 0)
P (Ã = 1|A = 0)

= 1 − ²A
= ²A
= 1 − ηA
= ηA

P (B̃
P (B̃
P (B̃
P (B̃

= 1 − ²B
= ²B
= 1 − ηB
= ηB .

and,
= 1|B
= 0|B
= 0|B
= 1|B

= 1)
= 1)
= 0)
= 0)

Experiments were carried out according to a procedure similar to the one described in Section 3.1. The
true joint probability was estimated using Equation
(2.13) and results were obtained for different values of
p, q, α, ²A , ηA , ²B , and ηB .
A typical result is shown in Figure 2. In this case
p = q = 0.2, α = 0.5 and ²A = ηA = ²B = ηB .
Fifty training examples were generated during a total
of five independent trials, and for the evaluation phase
we generated 5000 examples. As can be seen from the
figure, the model given in (2.4) was able to accurately
estimate the true probability (to within a standard
deviation) even for high error rates.
3.3 Real World Data In this experiment we generated noisy data using the C4.5 decision tree learning algorithm[13]. For raw data we used the “Adult
Database”[15] which includes 48,842 examples of individual’s Census Income data. We partitioned the full
data set into 32,561 unlabeled examples for the evaluation phase and 16,281 labeled examples for the training

and testing phase. The 16,281 labeled examples were
further partitioned for 3-fold cross-validation.
We trained two sets of decision trees to classify the
raw examples into two types of classes,
A ∈ {Grade, HS, HS+, College, Graduate}
B ∈ {≤ 50K, > 50K}
where the variable A represents the maximum attained
education level and B represents the income level for
each individual.2 Our goal was to estimate the joint
probablity distribution P (A ∧ B) for each pair A ∧ B.
At each step in the cross-validation procedure,
10,854 training examples were used to train an “Atype” and “B-type” decision tree learner, and 5,427 test
examples were used to estimate the classifier accuracy
and the conditional probabilities (i.e. P (A ∧ B|Ã ∧ B̃)).
For the “A-type” learner the classification error rate was
approximately 50% while for the “B-type” learner it was
about 16%.
During the evaluation procedure the two types of
decision trees were used to classify the remaining 32,651
examples to generate joint probability estimates for the
noisy observables P (Ã ∧ B̃).3 Using the formulas (2.4)
(2.5) we obtained estimates for Pest (A ∧ B) for each of
the ten possible pairings of A ∧ B (pairs are defined in
Table 2).
In Figure 3 we show the various measured joint
probabilities for each pair in this experiment. In most
cases the computed value of Pest (A ∧ B) has better
agreement with the true value (to within about one
standard deviation) than the observed value P (Ã ∧ B̃).
In Table 2 we show each pair of A ∧ B along with
the measured percentage error between the true and
observed (or estimated) joint probabilies,
%Err(obs) =
%Err(est) =

|P (A ∧ B) − P (Ã ∧ B̃)|
P (A ∧ B)
|P (A ∧ B) − Pest (A ∧ B)|
.
P (A ∧ B)

general approach has typically been to assume some
underlying model of noise and to study its general implications for learning using the probably approximately
correct (PAC) learning model or other methods of computational learning theory. In this way it is possible to
establish some theoretical bounds on such things as the
maximum tolerable noise rate, or the minimum number
of noisy training examples required to achieve a given
error rate. In addition, algorithms for efficiently learning from noisy examples are described.
Mining rules from databases derived from machine
learning algorithms has been discussed in several works,
especially in relation to text data mining. In [12] a
methodology is described for constructing a database
using an information extraction learning system applied
to collections of text documents, and the quality of discovered rules is evaluated using a type of self-consistency
test. Loh et al.[9] use automated categorization to assign a collection of pre-defined concepts to a corpus of
documents. Statistical techniques were then applied to
the sets of assigned concepts to find associative rules
and concept distributions. In [4] a database of company
information is automatically constructed from a large
collection web pages using a combination of techniques
including custom wrappers, information extraction, and
text categorization, and the issue of noisy data is discussed in qualitative terms. However the relationship
between errors from the learning algorithms and their
effect on the outcome of the data mining results has not
been studied in any detail.
Different aspects of studying the quality of assocation rule mining from a probabilistic framework have
been considered previously. In [14] a Bayesian framework is used to derive a relationship between support,
confidence, and predictive accuracy. In [10] the predictive quality of association rules is studied by estimating the number of false discoveries. p-values are used
to estimate the likelihood that a rule violates a nullhypothesis, and confidence intervals for the support and
confidence are derived. In [16] statistical sampling is
used to improve computation efficiency of mining association rules in very large databases, and rule accuracy
is measured with respect to sampling strategy.

In most cases it can be seen that the estimate Pest (A ∧
B) is much closer to the true value than the observed
value P (Ã ∧ B̃), and the average error is clearly reduced
by using our procedure.
5

Conclusion.

In this paper we studied the relationship between the
4 Related Work.
observed joint probablity distributions obtained from
The topic of supervised learning in the presence of noisy noisy data and compared them to the “true” values
training data has been studied previously[7][6]. The that would be seen in a noise-free environment. We
constructed a simple probabilistic model and a proce2 We collapsed the 16 values for “education” in the original
dure for correcting the noisy observed values based on
data into the five values shown.
estimates of conditional probabilities that profile the ef3 Since these examples also contained the correct labels we also
fects of the noise. Using computational learning theory
used them to estimate the true joint probabilities for P (A ∧ B).

Table 2: C4.5 Results
(A ∧ B) Pair
A
1
Grade
2
Graduate
3
HS
4
Graduate
5
HS+
6
College
7
College
8
Grade
9
HS+
10
HS
Average Error

B
>50K
≤50K
>50K
>50K
>50K
>50K
≤50K
≤50K
≤50K
≤50K

we established a theoretical bound on the number of examples needed to accurately estimate these conditional
probabilities with confidence. Finally, we performed a
series of computational experiments to test these ideas
and demonstrate the effectiveness of our approach. It
seems that in many situations it may be possible to
analyze a small subset of the full database in order to
evaluate the parameters of our model, and to thereby
obtain significantly more accurate estimates of the joint
probability distributions.
In this paper we concentrated on the output of a
learner as the source of noise in the data. It would be
interesting to study and compare the effects of other
sources of noise in databases such as sensor error or
statistical sampling error.
Estimating joint probabilties are an essential part
of association rule mining[1]. It should be possible to
apply the methods described in this paper to obtain
more accurate association rules from a noisy database.
In addition it would be interesting to address the issue
computational efficiency for applying this approach to
large databases with large numbers of items, and to test
the performance on other types of real-world data.
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Figure 1: Probability estimates for Pest (C) (marked by •) and P (C̃) (marked by
¦) as a function of error rate. The true probability P (C) = 0.2 is marked with a
dotted line.
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Figure 2: Probability estimates for Pest (A ∧ B) (marked by •) and P (Ã ∧ B̃)
(marked by ¦) as a function of error rate. The true probability P (A ∧ B) = 0.12 is
marked with a dotted line.
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Figure 3:
Results for data generated using decision trees on Census data.
Probability estimates for Pest (A ∧ B) (white bar with error estimates), P (Ã ∧ B̃)
(striped bars), and true probability P (A ∧ B) (black bar). Description of (A ∧ B)
pairs is given in Table 2.

